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Enterprise TruRisk Platforlh

Measure, communicate, and eliminate cyber risk.




You can't secure what you can't manage.
You can't manage what you can't measure.
You can't measure what you can't see.

@ Qualys.



Fast Weaponization

=z=:| Attackers have an 11-day advantage

2.2 |National Gyber
=7 |Security Centre

5 Days

External

57.7% Remediated Vulnerabilities Following NCSC recommendations
would even the odds against attackers.

19.5 Days 11.1 Days

Time to Weaponize Exploitation Opportunity

dYS Actual Patch Deployment

Not only are attackers an average of 11 days faster to Where's all that remaining time going?
exploit vulnerabilities than defenders are to patch them,
but over 40% of weaponized vulnerabilities go unpatched.

@ Qualys.



Measure Risk
with TruRisk™

Continuously Measure Cyber Risk

Measure Accurately

Accurately measure, quantify, and track risk
reduction over time, across vulnerabilities,

assets, and business units




Many Ways To Measure Risk

How Do You Accurately Measure Risk?

100% 32%
244 655 78,093
Universe of Vulnerabilities
All Known with Exploit

Vulnerabilities Available

Updated: Apr 9, 2024

@ Qualys.

I
2.30%

5615

Vulnerabilities
with
Weaponized
Exploit Code

1.25%

3,068
EPSS>0.9

] —
0.56% 0.44% 0.42%

HIGH-RISK VULNERABILITIES (5,557)

1,381 1,082 1017
Exploited by CISA KEV Exploited by
Malware Threat Actors

0.28%

697

Named
Vulnerabilities
(Log4Shell,
Heartbleed)

0.11%

270

Exploited by
Ransomware



Measuring by CVSS

Focus on What Matters Most

Common Vulnerability Scoring System (CVSS)

100000 92949
O 90000
o 80000
70000
Too many vulnerabilities 60000

(105k+) are rated high or 50000
critical by CVSS 40000

30000

CVEs

20000
10000 7084

0

Low Medium




Measuring by EPSS

Focus on Reducing Risk, Not Volume

Exploit Prediction Scoring System (EPSS)

250000 — 234419 i
98% e
Too many vulnerabilities 120000 :
(234K) are rated low or | |
medium by EPSS 000 ;
50000 E E

E 1872 E 1866 3068
0 ! !

i Low Medium E High Critical




c 25 first.org/epss/faq

Exploit Prediction Scoring
System (EPSS)

The EPSS Model
Data and Statistics

1 User Guide

1 EPSS Research and
Presentations
Frequently Asked
Questions
Who is using EPSS?

= Open-source EPSS Tools
AP|
Related Exploit Research
Blog
Data Partners

Usage
What is EPSS, and what is it not?

EPSS is a measure of exploitability. Specifically, EPSS is estimating the probability of observing any
exploitation attempts against a vulnerability in the next 30 days. This is accomplished by observing and
recording exploitation attempts against vulnerabilities and then collecting as much information as we
can about each of those vulnerabilities. Since EPSS is estimating the probability of exploitation activity,
EPSS is best used when there is no other evidence of active exploitation. When evidence or other
intelligence is available about exploitation activity, that should supersede the EPSS estimate (see
“Everyone knows this vulnerability has been exploited...” question).

EPSS is only estimating the probability that a vulnerability will be exploited. EPSS does not account for
any specific environmental, nor compensating controls, nor does it make any attempt to estimate the
impact of a vulnerability being exploited. EPSS is not, and should not be treated as a complete
picture of risk, but it can be used as one of the inputs into risk analyses. For a visual representation of
this we turn to the Open Group Standard: Risk Analysis (O-RA) [%, specifically Figure 2 titled,




Measure Risk with TruRisk™

The most accurate way to measure
& prioritize cyber risk

Measure Cyber Risk

Quantify risk across vulnerabilities, assets, and groups of
assets helping organizations proactively reduce risk exposure

and track risk reduction over time with Qualys TruRisk

Prioritize Based On Real Risk

A Prioritize based on context from the 4-Es:
Exposure, Exploitation, Evidence, & Enterprise context

6 Best-In-Class Threat Intelligence Included

‘ ; Leverage insights from over 200k vulnerabilities sourced from
I\ over 25+ threat sources to get best-in-class threat
S intelligence with the Qualys Cloud Threat DB

@ Qualys.

mmuNiTY o)g T McAfee YGELES
n CANADIAN CENTRE ¢or
ﬂaEIéSING GitHub MISP CYBER SECURITY
Google #iEPss @ EEEd A

Ingestion of third-party threat

data and intelligence feeds

120+ Strong Research Team

Normalization, correlation, de-dup, and
contextualization of threat intelligence

/ 25+ Threat Feeds

Qualys Threat Research

packet storm




Industry Leading Prioritization with TruRisk™
Cut 52% to <10% with TruRisk™

CVSS > EPSS - TruRisk™

CVSS 100

Too Many

EPSS

Too Few

52%

7-10%

TruRisk ™
2% } 3-5%

Critical & High Vulnerabilities

TruRisk™

Just Right!




Medium-High CVSS, Critical EPSS, Low TruRisk™
Microsoft Windows File Handling Component RCE (MS14-019)

CVSS 6.9

EPSS 0.97037

No Evidence

of Exploitation

No Exploits available

@ Qualys. cloud Platform

€— Vulnerability Details: Microsoft Windows File Handling Component Remote Code Execution Vulnera

Qualys Detection Score (QDS) Details @

The Qualys Detection Score (QDS) is calculated taking into account the CVSS score and the vulnerabil

VIEW MODE

Detection Summary

Contributing Factors for asset mgmtpatch4

QDS Details

General Information

Exploitability @ My,
o 2
Patches ‘\_5
$
Malware
CVE Details 3 0 Highest Contributing CVE
2 CVE-2014-0315
o Low
%
2
(] 100

Additional Insights

CISA k

EPSS Score (i
0.97037

@ Qualys. cioud Platfon

bility (MS14-019)

ity context to prioritize remediation actions.

nown exploitable

Exploit Code Maturity (ECM) Real Threat Indicators (RTI) / Exploit Type
Associater d Malware (0) Threat Actor (0)

Remediation

Zero Day

692 M Vulnerabilities incorrectly

prioritized by CVSS & EPSS

Source: Qualys Cloud Platform



Low CVSS, Low EPSS, Critical TruRisk™
VMware Tools Authentication Bypass Vulnerability (VMSA-2023-0013)

@ Qualys. Cloud Platform @ Qualys. Cloud Platform
<— Vulnerability Details: VMware Tools Authentication Bypass Vulnerability (VMSA-2023-0013)
VIEW MODE . .
‘ VSS 3 9 Qualys Detection Score (QDS) Details @
' Detection Summary The Qualys Detection Score (QDS) is calculated taking into account the CVSS score and the vulnerability context to prioritize remediation actions.
QDS Details

Contributing Factors for asset DESKTOP-6NFMKED

General Information
Exploitability
Highest Contributing CVE

CVE-2023-20867
CISA known exploitable

Patches o Higy B

Malware

EPSS 0.00159

Associated Malware and Threat Actors
2 Active Threat Actors

Critical

[C
©01-06) reonud

CISA KEV ey P
Weaponized Exploit Available and
Qualys Det 2 Recently Trended on Mar 14, 2024

Additional Insights A

CVSS Score
39

CISA known exploitable
Yes

Weaponized PoC

EPSS Score

Real Threat Indicators (RTI) / Exploit Type

Exploited by 2 Threat
Actors & Trending

Threat Actor (2)
China Attribution, Unc3886

CVE-2023-20867 Trending Recently W Active State

4Mar 5 Mar 6 Mar 7 Mar 8 Mar 9 Mar 10 Mar 11 Mar 12 Mar 13 Mar 14 Mar 15 Mar 16 Mar

@ Qualys 87 M Vulnerabilities not prioritized by CVSS & EPSS

Source: Qualys Cloud Platform




Never Miss a Beat
Focus on What Matters

100% 32%
244 655 78,093
Universe of Vulnerabilities
All Known with Exploit

Vulnerabilities Available

Updated: Apr 9, 2024

@ Qualys.

Only ~5000 vulnerabilities
contribute to most risk

()

TruRisk

Correctly Prioritizes
All High-Risk
Vulnerabilities

2.30%

5615

Vulnerabilities
with
Weaponized
Exploit Code

] — —
1.25% 0.56% 0.44% 0.42%
HIGH-RISK VULNERABILITIES (5,557)
3,068 1,381 1,082 1017
EPSS>0.9 Exploited by CISA KEV Exploited by
Malware Threat Actors

0.28% 0.11%
697 270
Named Exploited by
Vulnerabilities Ransomware
(Log4Shell,
Heartbleed)




Qualys VMDR with TruRisk™

The fastest, the most accurate, and the most comprehensive

Yo

A

Coverage

Detect vulnerabilities with the industry-leading
signature database across your entire attack surface
(IT/OT/loT, Cloud, External). With EASM, know your

unknown risk too.

Accuracy

Six-sigma (99.99966%) accuracy combined with 25+
sources of threat intel drives pinpoint TruRisk™ Scoring
and confident prioritization.

Speed

No scheduled agent scans required. Detect
vulnerabilities in less than 4 hours—up to 6x faster than
competitive solutions.

@ Qualys.

LIFECYCLE




Announcing:
Software Composition Analysis (Open Source) all VMDR

1%

1%

Qualys.

No. of vulnerable
open-source packages
per asset

OSS Vulnerabilities with
Exploits available on each
asset

Packages had OSS with no
development activity in
the last two years

Now available to

customers at no
© Qualys s charge!

€— Asset Details: WIN-645CPM4DA60

7 TN Software Composition Analysis (SCA)

Asset Summary

System Information

Network Information ilities (52) (559)

Open Ports

Installed Software
Search..
Traffic Summary

Business Information
0 The page displays up to maximum of 2000 components.

 SECURITY

1-500f 559 [« 3] & C

TruRisk™ Score

\tacabities SOFTWARE NAME SOFTWIARE VERSION TECHNOLOGY NAME TARGET PATH
VMDR Prioritization bed-websock bed-websock 9.0.56 Java c:\Users\jerry\Downloads\SpringdShell-POC-main.zip!Spring4sh
SR GoRpeia Anel: log4j:log4j 1217 Java c:\Users\jerry\Downloads\Spring4Shell-POC-main. zip!Spring4Sh

Patch Management

jackson ind:j i 2131 Java c:\Users\jerry\Downloads\Spring4Shell-POC-main\Spring4Shell
EDR

ch.qos.logback:logback-core 1.2.10 Java c:\Users\jel

\Downloads\Spring4Shell-POC-main\Spring
Certificates

com.icegreen:greenmail 13 Java c:\Users\jerry\Downloads\Spring4Shell-POC-main.zip!Spring4Sh.
v .
COMPLIANGE :spring-aop ava c:\Users\jerry\Downloads\Spring4Shell-POC-main.zip!Spring4Sh.

File Integrity Monitoring

logback-classic:logback-classic 1.2.10 Java c:\Users\jerry\Downloads\Spring4Shell-POC-main\Spring4Shell
Policy Compliance

:spring-form 0.0.1-SNAPSHOT Java e\l ownloads\Spring4Shell-POC-main.zip!Spring4Sh

* SOURCES org.subethamail:subethasmtp 210 Java ¢ \Downloads\Spring4Shell-POC-main\Spring4Shel

Sumrary :Spring Boot AutoConfigure 263 Java e:\Users\jerry\Downloads\Spring4Shell-POC-main.zip!Spring4Sh
Passive Sensor X

:spring-core 53.15 Java c:\Users\jerry\Downloads\Spring4Shell-POC-main.zip!Spring4Sh
CAPS

com. |.jackson.core:jack i 2131 Java c:\Users\jerry\Downloads\Spring4Shell-POC-main\Spring4Shell
Agent Summary v
Alert Notification org.attoparser:attoparser 2.0.5.RELEASE Java c ownloads\Spring4Shell-POC-main.zip!Spring4Sh

com.f |.jackson, pe:jack datatype-jsr... 2131 Java c \Downloads\Spring4Shell-POC-main\Spring I




Expand VMDR
with Qualys Custom Assessment & Remediation (CAR)

4

@ Qualys.

Bring Your Own QID

Write your own vuln custom detection scripts to
measure your risk

ﬂ PowerShell
A

Run Your Own Remediation Scripts pgthon @ Perl

Qualys agents run your custom scripts

Fully Integrated Into VMDR @ s

Measure and communicate custom risk vbscript Contact your
as part of VMDR TAM
to learn

more about
Qualys CAR!




Communicate Risk
with TruRisk™

Know Your Risk Posture from Every Angle

Communicate Precisely

Communicate risk across different teams,
business units and geographic locations by
leveraging dashboards, reports and ITSM tools

Qualys TruRisk Overview X

Last 30 Days

ORGANIZATIONAL TruRisk

i,
2,

£

742

High

TOP CONTRIBUTING RISK FACTORS RISK REDUCTION REC!
B vourRisk [l Industry Average
Assets Scanned (Last 30 Days) 3.3Kof 10.3K
Vulnerabilities 104K

Vieak SSL Encryption 1.2K
Expired SSL Certificates 42
Unauthorized Software 22

EOL Software

2 173 1n4 s 6 v n EOS Software 27
TOP RISKS HIGH RISK ASSET GROUPS RISKS DISTRIBUTION €
HISKS MPACTED RESOURCES  RISK CONTRIEUTION (& TAG NSE ASSIT COUNT S SOORE %
Microsoft Windows Security Update f. i 19.8% CeeaBankingdons 1 920
Tenable
Microsoft Windows Netlogon Elevatio. 1.05 18.6 AaportingSerdca ¢ 1 200
Total Clowd e
Status of the 'Minimum Password Ag. 17.5% [Feisenice?] 123 890 VMDR -
— Sulicy Compl =
Current list of Groups and User 16.2% FaymmiProcessng 123 [ses
Apache Log4J Remote Cade Executio. 755 15.4% dankacentMngmo: 123 876
Current list of Groups and User Accou 614  147% [ CoreBankinghon ¢ 123 =) (
DOMAIN DISTRIBUTION OPEN PORTS ON EXPOSED ASSETS
ironbee.net OPEN PORT PROTOCOL OPEN PORT NUMBER
\

csointerchange.org

csointerchange.com

cio-ciso-interchange.org ——

blujaysolutions.com

bluehexagon.ai

e \‘ / -~ hightechnologycouncil.com TCP 443
. \ ubpP 123

TCP 80

TCP 123

‘ ' T secondfront.com

@ Qualys.



Communicate Risk with VMDR

Use Unified Dashboards To
Communicate Risk
Create intuitive, customized persona-based dashboards, ©::" e m | e gpm w o gpmom aa emla o

and share them across the organization from C-Level execs T ||| S

to praCtltlonerS e~ ] Last 30 Days Touwsges come 7780 (@) ¢ b @

GLOBAL CYBER RISK SCORE CLOUD POSTURE EXTERNAL ATTACK SURFACE

Tens! Cormitutng Vs

_ 39K _ 347K _ 18K

857 11 Q= B2 = @45 ) B = Bw & g 182 )0 B X BRI
: sz\ H 3 :vn ‘ 0%

vere ' Total Assets % ow Torsl Assets L) Low Toral Assets

1.72K 61 , 1.54K N
showing last 91 days showing last 91 days (2 showing tast 91 days 120
%0 ) 100
%0 B) A\ e R oA
s 250 o
Peree tosey hon 82623 Totey At 023 totey
NORTH AMERICA BU CRITICAL APP ASSETS FROM SERVICENOW CMDB
Total Comebuating Wins 4 & Totad Contributnng Vins
_ 6.62K y 451
1 W omes 143K o e a2 \ W cmes 67 e n
886 »: = s o 836 Boom W im0
o i 3 o
Severe F Yorel Asoene 3 High Tota Assets
41 6
owinglas1 91 daya { showieg st 91 days
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Communicate Risk with VMDR

Use Unified Dashboards To

V L3 [ ]
Communicate Risk
Create intuitive, customized persona-based dashboards,
and share them across the organization from C-Level execs
to practitioners

> Integrate with ITSM & Ticketing Solutions

Use Vulnerability Tagging to achieve precise Vulnerability
Routing. Automatically create rule-based notifications and
workflow tickets, assign tasks to rightful owners (based on

CMDB metadata), and automatically close them out upon
remediation.

@ Qualys.

SErviCenaw Al Favorites  History  Workspaces  Admin Assignment Rule - App - Database Teams

M@w Teams

D You are editing this recond in update set Mehul Revankar (cancel)

Applcation  Gualys VMOR

Active

Selects Brovp.

Qualys DetectionQIDCatego... * || & ¢ || Database

Qualys DetectionQIDTite | | contains ¢| | Database

Updste || Delete |
Related Links
Add to Uodate Set
Find Rederence

(o ][] KR

Anp || or -

Eroup.

p v =

= | updste |[ elete | 3



Communicate Risk with

Use Unified Dashboards To

V L3 [ ]
Communicate Risk
Create intuitive, customized persona-based dashboards,
and share them across the organization from C-Level execs
to practitioners

> Integrate with ITSM & Ticketing Solutions

Use Vulnerability Tagging to achieve precise Vulnerability
Routing. Automatically create rule-based notifications and
workflow tickets, assign tasks to rightful owners (based on
CMDB metadata), and automatically close them out upon
remediation.

v) Leverage TruRisk™ Report

Share the State of the Union with executives to understand
the latest trends and landscape of risk for your organization,
and implement prescriptive actions to mitigate risk

@ Qualys.

VMDR

@Oualys wizm
TruRisk: Contributing Factors <Company Name> 082023 Bt

Your TruRisk Score and contributing factors for assets with selected tags. The report also includes any changes in the in the
last 90 days.

Selected Asset Tags

I Production I Win-Servers I Database

Factors Contributing to your TruRisk

18« Weaponized Vulns Total Assets

680k publicly Exploitable Vulns 750 K y

8.7« Associated Threat Actors

$75M Business Value
8k cisA known Exploitable

330k external Facing Assets

0 1000
Showing Last 90 Days
900
850 LR ‘M——Q
800
08/02 08/18 09/04 0919 10/04 1018 n/o3



Eliminate Risk
with TruRisk™

Ingesting the Best Intelligence Anywhere

Eliminate Effectively

Patch any device anywhere, leverage multiple
avenues from remediation to mitigation and

block attack paths to eliminate risk

@ Qualys.




Eliminate Risk with

Qualys Patch Management Qo
VMDR -~ DASHBOARD  VULNERABILITIES  PRIORITIZATION SCANS REPORTS  REMEDIATION
ﬂ ZzKO - Patch Five Steps 2> ZzVM Dashboard 2 | ZzTruRisk Vs VPD (DEFAULT) X |

Go Back to the Classic U

v) Patch Any Device, Anywhere (=T Last 30 Days |
Patch all major Windows, Linux & macQOS, 3rd Party Apps. Run scripts to 440K 128K
fIX mlsconﬁgs orrun CUStom remedlatlon All Vulnerabilities Patchable with Automation

v) Automated Risk Based Remediation

Precisely identify patches to remediate vulnerabilities, and automatically

remediate low impact, high risk vulnerabilities with zero touch STEP 1: FIX BY AUTOMATION STEP 1: AUTOMATE: VULNERABILITY BREAKDOWN BY 0DS STEP 1: AUTOMATE: CURRENT
automated patching. o
° ° 1 8-36% ‘{;—“k Low
v) Track Remediation End To End 1M
Integrate with ITSM solutions to automatically create tickets, deploy . R B e
patches upon approval drastically improving MTTR.
v Eliminate Attack Paths with MITRE ATT&CK Context STEP 2 OLD MICROSOFT VULNS THAT CAN BE FIXED AS STEP 2: VULNERABILITY BREAKDOWN BY QDS STEP 2: CURRENT MEAN TIME

HIGH

Leverage MITRE ATT&CK Insights to identify and eliminate attack paths
and break kill chains to reduce risk (e.g., lateral movement).

@ Qualys.



Introducing:
MITRE ATT&CK Matrix Prioritization

Get an Attacker-centric View

View your top ATT&CK Tactics and Techniques
from an attacker’s perspective and adopt
Threat-Informed Defense to reduce risk

VMDR DASHBOARD  VULNERABILITIES ~ RESPONSES  PRIORITIZATION  SCAN: REPORTS REMEDIATION

e Evasio

Holistic ATT&CK View

A consolidated ATT&CK view of vulnerabilities
from VMDR, mis-configurations from PC,
incidents from EDR, and asset details from
CSAM (e.g., external-facing asset identification
and RDP port details)

MITRE ATT&CK"®

115 TACTICS

ommand and Contro m Credential Access 162
v Eliminate Attack Paths o T
\ @ | Leverage MITRE ATT&CK insights to identify,

prioritize, eliminate attack paths and break
kill chains proactively using integrated Patch

Management

@ Qualys.




Demo

Q OQualys. =




What's Next?

Q OQualys.




What'’s Next?
Top 3 Upcoming Features for VMDR

> ), ) > >
: : Coverage
™
TruRisk™ Report (GA) CVE Centric Report
Create an executive Option to evaluate * File System Crawling
summary report of and report on the CVE * Vulnerabilities in Al
the current security rather than the QID at software
posture according to the time detection. * SAP application
all risk factors. vulnerabilities

@ Qualys.



But wait... There’s more!

2:20 PM
Ballroom 2

3.20 PM
Ballroom 2

410 PM
Main Stage

Q Qualys.

Remediating the Nightmares:

Preparing to Defend Against Multi-channel Vulnerabilities

CSAM / ITSM:
What Have we Learned, and How Can You Benefit?

Measuring and Detecting Cloud Risks
with Artificial Intelligence

/
’
‘
’
/
’
/
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] i ’
. /
/
/
’
’
’

Eran Livne




Q Qualys.

Enterprise TruRisk Platforlh

Measure, communicate, and eliminate cyber risk.




One more thing...

Q OQualys.







