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The Deepening Divide
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Too Many tools
Many larger organizations operate with over 70 security and IT management tools

Speaking different languages
Communication with business & IT stake holders is broken

Slow/No remediation
No value in security spend if right issues not fixed in time






Types of RISK

Risk of Data Loss

Risk of Non-Compliance

Risk of Reputation Loss

Risk of Availability
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Types of RISK

How much does PIl data loss
cost?

Risk of Data Loss

What is the likelihood and

Risk of Non-Compliance cost of a fine?

What is the cost of lost

Risk of Reputation Loss :
business?

What is the potential cost of

Risk of Availability :
downtime?
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If Everything is Critical,
Nothing Is

Of 2.6 Billion vulnerability detections
analyzed, 2.1 (81%) were deemed
‘high-risk’ or ‘critical’ according to
CVSS

With TruRisk, only 603 Million were
‘high-risk’ or ‘critical’

87 Million high risk vulnerabilities
were found that CVSS missed

What's my True Risk Anyway?

@ Qualys.

‘ With CVSS

With
4 Qualys
TruRisk

2.6B

Vulnerabilities

21B/ 81%
692M / 26%

603M / 23%

87M / 3.3%




How Can Calculate Risk?
Know Your Cyber Risk From Disparate Inputs and Tools

Over 30% of Assets Aren’t Visible

Most organizations do not have complete visibility 4
to external and internal assets

Add Threat Context Applications

Most security programs are missing context from
threat intelligence Source
of Truth?

Layer Business Context

. .pe . _ . Infrastructure
45% of assets misclassified for business criticality

Public Cloud

@ Qualys.
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How Can | Articulate Risk?

Briefing Executive Stakeholders that are
now Cyber Risk Stakeholders

INFO~TECH

New Executive Stakeholders

47% of CISOs now report directly to the CEO, = = -— T
and nearly all brief the Board of Directors : L n“‘“""’ |, | e

g bility Manag Risk A Tool
Risk without Business Impact — | a
CVEs do not provide the business context : ik E*.:v;mumi:m.. i SRS T
of cyber risk posture at any moment in time | = “5;,;;5,53.::1:: ]
Quantification of —
Cyber Risk — F.__:_.___:,___'“' e ——
Cyber response statistics do not translate Fa
to cyber risk quantification L.:._.____, s
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How Can | Remediate Risk?

Reducing Cyber Risk Effectively According to o
Business Impact TN
Break Internal Silos / \
Misalignment between Dev, IT, and Security \
teams leads to slow MTTR o

-5%

Less than 5% of vulnerabilities
Speed up Threat Response ribute t 80% ofici
Top Attacks of 2021, 2022 & 2023 used contribute 10 OvVERet 7o Gl

Exploitable, Ransomware-Exploited or CISA risk
catalogue provided vulnerabilities, not patched

| I — I
100% 31% 2.24% 0.73% 0.44% .58% 0.33% 0.32% 0.11%

HIGH-RISK VULNERABILITIES (-5,557)

228,562 71,647 5136 1,667 1,012 1,345 758 747 270

O pe ra t I o n a I R I s k vs. Sec u r I ty R I S k v%’ﬂl\&ié\?i/;f V;Eﬁrgféll‘i&fs Vulnerabilities EPSS > 0.9 CISA KEV Exploited by Named Exploited by Exploited by
Fear of operational impact outweighs fear of
security impact

with Malware Vulnerabilities Threat Actors Ransomware
Weaponized (Log4Shell,
Exploit Code Heartbleed)

Updated: 10/03/2023
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UK defenders are faster,

Internal vulnerabilities are 43.6 times
more prevalent than external
vulnerabilities

According to NCSC, remediation
must be 7 days for internal assets
and 5 days for external assets

but still not fast enough

Internal
Vulnerabilities

External
Vulnerabilities




Every Next-Gen Cybersecurity Expert

Must become a Cyber Risk expert



Next-gen cyber risk expert
Stakeholder to help reduce Business Risk

> Eliminate cyber risk by unifying
| security and IT efforts

Measure known and unknown
cyber risk and quantify that risk
in business terms

10 b°

Communicate your cyber
: ) risk posture across your
o XX organization beyond cyber
— risk enumeration to

quantification

.
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Enterprise TruRisk Platform

Measure, communicate, and eliminate cyber risk.

De-risk your business.






Enterprise TruRisk Platform
From Enumeration to Elimination of Risk

Collect Data

Sensors / Deployment

External Devices

)4

Measure:

Apply Threat Intel

25+ Threat Intel Feeds

McAfee ) FIrRssye”
U \)r— cere GitHub

IMMUNITY ... Mlgj CANADIAN CENTRE soe

resrsnerng  CYBER SECURITY
MITRE (
ATT&CK. ;m@pm @ packet storm

o SEVERSING
S Google  AEER
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Third-party security and IT
software data

External Ecosystem Risk Factors
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De-Risk Business

Normalize

Contextualize

)

Communicate:
Specialized Reports

@ Qualys

Enterprise TruRisk Management

Qualys Truisk Overview X

Last 30 Days

(ORGANIZATIONAL TreRisk

10P BSKS

[ VPACTED RESIURCES

Microsoft Windows Security Update f,
Microsoft Windows Netlogon Elevatio.
Status of the ‘Minimum Password Ag.
Cutrent list of Groups and User Accou
Apache LogdJ Remote Code Executio.
Current list of Groups and User Accou

YOURS VS INDUSTRY AVG. CRITICAL VULNS

Show last 30 days

MOME  DASHBOARD  RISKS  RECOMMENDATIONS

0 vou sk (@ incury uerage

Q
0P CONTRIBUTING RSK FACTORS
Assets Scanned (Last 30 Days) 33K of 10.3K
Vulnerabilities 104K
Misconfigurations 9.3K
Vikak SSL Encryption 12K
Expired SSL Certificates 412
Unsuthorized Software 2
EOL Software 32
EOS Software 27
HIGH RISK ASSET GROUPS
A s ASS5E1 COUNT HISK SOt
[Cerstaningrose £ | 20
[Fsoringsencet ] 0

| el %0

YOURS VS INDUSTRY RISK POSTURE

18 Your Crcal Voins () Avg. Critical Vs of Finnce indisty for the pariod
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RISK REDUCTION RECOMMENDATIONS.

MNote: Accegtable Tru

RISKS DISTRIBUTION BY SOURCE
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Show lastI0deys v @ Vour RiskScore ()4

Eliminate: Unified View of
Cyber Risk + Resolution



Measure Cyber Risk

TruRisk™ Score Compliance Posture

Quantify risk across

110K 1.5M 55% 60%

Qualys & non-Qualys
143.2K 20.4K TopRisky  Best Performing
o i tools
92.4K 19 l ‘sgo(')” 3t Apr High (,:: 2150 350,

Enterprise TruRisk™ Contributing Risk Factors

3356M Critical <ssa\ nesm 260,

I
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Insights 0 10 S
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Communicate Cyber Risk

Quantified Cyber Risk
with Business Impact

Enterprise TruRisk™




Eliminate Cyber Risk

CATEGORY

Vulnerability

Vulnerability
Vulnerability
Vulnerability
Vulnerability

Vulnerability

Qualys.

Go beyond patch

management

ASSETS

pro-vi4-sp1-u9
625800550

pro-vi4-sp1-u9
625800550

pro-v14-sp1-u9
625800550

win2008-p-69-177
167659968

win2008-p-69-177
167659968

win2008-p-69-177
167659968

REMEDIATION

@ Servicing stack update...
Patch

@ Security Update for Adobe
Patch + Conf. Change

@ Servicing stack update...
Patch

Security Monthly Rollup ...
Patch

@ Security Update for NET
Patch

KB5020439 (OS Build 1...

Patch

MITIGATION
Registry Key change

Mitigation

Device Isolation
Mitigation

Process stop
Mitigation

@ Proprietary script
Partial Mitigation Change

Block access to file attrib...
Mitigation

@ Registry Key change

Partial Mitigation




Enterprise TruRisk™ Platform
The Business Value of Qualys

The ROI of investing in the platform
according to IDC

=] 5-Month @ $5.1M

- ® payback period in benefits on
average

24% 24%

*,
DD é more efficient reduction in
security teams compliance fines
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Fixing Cyber Risk
at the Speed of

Business

De-Risking Your Business
with the Qualys Enterprise
TruRisk Platform

@ Qualys.
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Aggregate cyber risk across
Qualys & Third-Party Products,
and their Risk Factors

Share a common language to
communicate cyber risk to
key stakeholders

Leverage prioritization and
automation for risk elimination

Practice and be prepare for your
Value at Risk (VAR) response
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Enterprise TruRisk Platform

Measure, communicate, and eliminate cyber risk.

De-risk your business.






